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I would like to begin by 

acknowledging the Dja Dja 

Wurrung people, Traditional 

Custodians of the land on 

which I work and live, and 

pay my respects to their 

Elders past and present. I 

extend that respect to 

Aboriginal and Torres Strait 

Islander peoples here today.

Acknowledgement of country

Me-Mandook Galk ‘Grandmother tree’ - Dja Dja Wurrung - 2021
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From street to loungeroom

“In reality, much of what is commonly called ‘street-level drug 

dealing’ in Australia might more accurately be described as 

‘lounge room level’ dealing. This is because it is far more likely to 

take place in the home of one of the parties to the transaction, 

and involve people that are well known to each other.” 

Nicholas, 2008, p. 23

Phone → Pager → Mobile phone  
Encrypted trading platforms

Encrypted digital messaging
Nicholas, R. (2008). The impact of social networks and not-for-profit illicit drug dealing on illicit drug markets in 
Australia: A discussion paper. Hobart: National Drug Law Enforcement Research Fund.



Barratt et al. 2022, Figure 2

Sources of drugs obtained in the last 
12 months by cannabis and other drugs (%)
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What are drug cryptomarkets? (darknet markets)

• Cryptomarkets are digital platforms that use anonymising 
software (e.g. Tor) and cryptocurrencies (e.g. Bitcoin) to 
facilitate trade of goods and services.

• All kinds of drugs are sold: illicit, novel, pharmaceutical

• It’s been 13 years … Silk Road began in Feb 2011

• Vendor ratings are collated and utilised by buyers to discern 
best quality and service

• Typically delivered through the postal system 

• Decentralised and globalised drug exchanges



World Drug Report 2023, p. 125
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Learning to buy and sell…

• Similar features to Amazon and eBay
• Plus stealth packaging

• But actors must learn: 

1. Tor/12P  (anonymous access to marketplaces)

2. PGP (encrypting messages between actors)

3. Bitcoin/Monero (non-cash payment without identity disclosure)



June 2011



25/9/2023
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Who is using them, then?

• Young males, of higher than average education & employment

• Almost all (95%) have used illicit drugs before

• Most popular drugs bought are MDMA, cannabis, cocaine, LSD

• Reasons for use: convenience, quality, range, ratings, price
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Who is using them, now?

• Of darknet sample, median age 24 years, 80% identify as cis men, 34% report 

having a university degree

• Cannabis, psychedelics, MDMA still popular but also opioids and dissociatives



Until May 2024

DNET, NDARC
https://drugtrends.shinyapps.io/cryptomarkets/

2014               2015             2016             2017           2018            2019             2020             2021   2022             2023            2024
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Features of drug market types #1
Open Closed Crypto

Introductions required for new entrants No Yes No

Difficulty associated with entering Low High

Tech 

expertise

Location of drug/money exchange

Public 

space

Private 

space Delivery

Buyer holds identifying information about vendor No Yes No

Vendor holds identifying information about buyer No Yes Maybe

Access to history to establish/maintain trust No Maybe Yes

Third party system designed for dispute resolution No No Yes



Apps & social media

• Public feeds with hashtags 

= initial connection to buyer

• More secure messenger 

app = organise transaction

• Local meet-ups to exchange 

drugs/money or postal 

delivery reliant on digital 

payment
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Why use apps for drug trading #1

Immediacy and convenience

“It just seemed like a simple, modern way to buy things. I’d gotten pretty 

sick of the darknet because I never really got it, so had to always have 

a friend on hand to help me out. With apps its super simple, I get it and 

in no time I’ve managed to connect with strangers who I would’ve never 

been able to access before. Plenty of dealers in this area exist solely on 

Snapchat, so without it, I would’ve kept relying on people approaching 

me in the street or randomly bumping into people in clubs.”

Moyle, L., Childs, A., Coomber, R., & Barratt, M. J. (2019). #Drugsforsale: An exploration of the use 
of social media and encrypted messaging apps to supply and access drugs. International Journal of 
Drug Policy, 63, 101–110.
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Why use apps for drug trading #2

Visual dealing practices – ‘seeing’ quality
“The first time I bought Xanax it was through Snapchat because I could 
watch the dealer opening sealed packets on his story before he sold them 
and I therefore felt safe consuming them…I would never buy anything I 
hadn’t tried before from some guy on a street corner or anything at all really 
unless I was desperate.”

Law enforcement and detection – ephemeral messaging
“I realised rather rapidly that Snapchat was totally secure, as was 
WhatsApp. Law enforcement agencies cannot [access] any data transmitted 
over these apps as was recently proven by several high-profile cases.”

Moyle, L., Childs, A., Coomber, R., & Barratt, M. J. (2019). #Drugsforsale: An exploration of the use 
of social media and encrypted messaging apps to supply and access drugs. International Journal of 
Drug Policy, 63, 101–110.
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Features of drug market types #2
Open Closed Crypto App

Introductions required for new entrants No Yes No No

Difficulty associated with entering Low High

Tech 

expertise Low

Location of drug/money exchange

Public 

space

Private 

space Delivery

Public space 

or delivery

Buyer holds identifying information about vendor No Yes No Likely

Vendor holds identifying information about buyer No Yes Maybe Likely

Access to history to establish/maintain trust No Maybe Yes Maybe

Third party system designed for dispute resolution No No Yes No
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Is Telegram the 

new Darknet?

“Telegram marketplaces are 
easier to use. However, for 
this ease of use users 
compromise by not having 
access to systems that can 
protect both buyer and seller 
in the ordering process, which 
Darknet marketplaces do 
have.”
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Apps + cryptomarkets?

Multichannel marketing

 interacting with customers using a combination 

of indirect and direct communication channels

Cryptomarket vendors are:

Offering messaging apps as alternative trading platform

• Convenience+ (especially when vendor/buyer reln already 

established)

• Discounts offered (commission to cryptomarket not needed)

Moyle, L., Childs, A., Coomber, R., & Barratt, M. J. (2019). #Drugsforsale: An exploration of the use 
of social media and encrypted messaging apps to supply and access drugs. International Journal of 
Drug Policy, 63, 101–110.
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Apps + cryptomarkets?

“Darknet social dealing”

 the practice of purchasing drugs for resale via apps to social networks

“I'm rather talented with computers and managed to find my way onto the 

darknet markets pretty easily, where the quality and the price was 

incredible, and super easy to make a profit off of. So I started buying off the 

darknet, and selling to friends, in which case using messaging apps came in 

very handy, especially with the secure/disappearing nature of them.”

van der Sanden, R., et al. (2023). Social supply and the potential for harm reduction in social 
media drug markets. Contemporary Drug Problems, 50, 381–401. 
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from a large-scale online survey. International Journal of Drug Policy, 98, Article #103430

• Barratt, M. J., et al. (2022). Exploring Televend, an innovative combination of cryptomarket and messaging app 
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Further reading & acknowledgements
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